
Criminal Law and Criminology Studies    Online ISSN: 2588-5901                    

Journal of the Faculty of Law and Political Science                   Volume: 54, Issue:2                          

           Homepage: https://clcs.ut.ac.ir                                                   Autumn & Winter 2024         

Comparative Study of Ruling Approaches on the Criminalization of 

Identity Theft 
 

Meysam Abbasi Lahroudi
1� | Mohammad   Rasaei

2
| Mohammad  

Bahrami Khoshkar
3 | Seyyed   Abolghasem  Naghibi

4
 

1. Corresponding Author: Ph.D Student of Jurisprudence and Criminal Law, University of 

Shahid Motahari, Tehran, Iran. Email: meysamabbasi004@gmail.com 

2. Assistant Professor, Department of Jurisprudence and Criminal Law, University of 

Shahid Motahari, Tehran, Iran. Email: m.rasaei@motahari.ac.ir 

3. Associate Professor, Department of Jurisprudence and Private Law, University of Shahid 

Motahari, Tehran, Iran. Email: m.khoshkar@motahari.ac.ir 

4. Professor, Department of Jurisprudence and Private Law, University of Shahid Motahari, 

Tehran, Iran. Email: da.naghibi@motahari.ac.ir 

Article Info ABSTRACT 

Article type: 

Research Article 

 

Article history:  
Manuscript Received: 

5 December 2024 

Final revision received: 

6 February 2025 

Accepted: 

23 February 2025 

Published online: 

5 March 2025 

 

Keywords:  

Identity information,  
Identity related crimes,  

Criminalization, 

Legislative approaches,  

Identity theft. 

Identity theft is a type of deception and fraud in which a person 
uses the identity information of another person to introduce 
himself instead of that person. This action can allow him to gain 
financial benefits in various ways. The process of transition from 
industrial societies to information societies has left a tremendous 
impact on the development of identity theft. This criminal 
phenomenon, which includes various forms and degrees and 
includes the unauthorized use of credit cards to the complete 
appropriation of a person's identity, is considered one of the most 
dangerous crimes today and sometimes causes irreparable 
damages. Considering that stealing people's identity, both in the 
real world and in cyberspace, can lead to committing illegal acts, 
this act has been criminalized in some countries and especially in 
many criminal laws of American states. The current research 
with descriptive-analytical method and using library resources 
while explaining the basics of research deals with the dominant 
approaches to the criminalization of this phenomenon and 
finally, it provides suggestions for drafting appropriate criminal 
laws in this field. 
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-� 8��2 8K�+  ���+ ����(� &T�> �UJ�� ���{��� �(�G�C� �N$ �� ����� (� �
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8+� .-� P�+O �O ���'� % &R��! &> &� -��2(��'( �S.� U�� dGE  s��T� (�@���K F+�� 
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��O �2���* U��R� B�=��� .-� (�a I��N� A���* �> �VK�% (�   V'( &> ����
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?!� (  C�(�A»$�   =���E ,	� «  �»$�  ���G�
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1. The Harm principle 
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�0��� I�! �( B�CDE� =� 	��N�+�&> & 8+� &  �( �O ��(%O 8+�.  
  
  

  

  

                                                           
1. 18 U.S.C. § 1028 (a)(7) 

2. &.D0  ��    I��N� =� » 8��2 8K�+ «  (� 	��� U�� 8+� 	
�O  :»-� &� ���� ���' -���2 B�CDE� =� 	��N�+� �> SR! ]�J�(�  ����
-� &� �����T� 
��� f��� W��R� H2 ����> B��e ! �> 
�� U��R� B�(�#� d��E =� 
���« )15 U.S.C. 1681 a (q) (3)(. 

3. Federal Trade Commission, 16 CFR Parts 603, 613, and 614 RIN 3084-AA94 Related Identity 
Theft Definitions, Duration of Active Duty Alerts, and Appropriate Proof of Identity Under the 
Fair Credit Reporting Act. 
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1. Bangkok Declaration, Synergies and Responses :Strategic Alliances in Crime Prevention and 

Criminal Justice, 2005, paragraph 27. 

2. E/CN.15/2007/8 and Add. 1-3. 

3 . Uniting against Terrorism: Recommendations for a Global Counter-Terrorism Strategy, 

27.04.2006, A٫60٫825, page 13. 
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2. OECD Guidelines for Consumer Protection in the Context of Electronic Commerce. 

3 .OECD Guidelines for Protecting Consumers from Fraudulent and Deceptive Commercial 

Practices Across Borders. 

4. Scoping Paper on Online Identity Theft, Ministerial Background Report, 

DSTI٫CP(2007)3٫FINAL. 

5. OECD Policy Guidance on Online Identity Theft. 
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1. Directive 95٫46٫EC of the European Parliament and of the Council of 24 October 1995 on the 
protection of individuals with regard to the processing of personal data and on the free movement 
of such data. 
2. EU Council Framework Decision of 28 May 2001 combating fraud and counterfeiting of non-

cash means of payment, 2001٫413٫JHA. 

3. Council Framework Decision 2005/222/JHA of 24 February 2005 on attacks against 

information systems. 
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1. Recommendation No. R (89)9 on computer related crime and final report of the European 

committee on crime problems, Strasbourg 1990. 

2. Articles 23 and 25 of the Convention on Cybercrime 

3. Article 27 of the Convention on Cybercrime 
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1. Identity Theft and Assumption Deterrence Act 
2. Identity Theft Penalty Enhancement Act 
3. 18 U.S.C. § 1028 A (a) (1), (2) 
4. Identity Theft Enforcement and Restitution Act 

5 .   �G��� (�2009 h ��^5 4-S &>   $D.� ����C�& �� �>   ���K � !-�   ����� ) �2 8K�+�8   %   (�|�'( z�+     �O �|> FG��|�  (   �/|� &|>�P 
+(�
 .(.\: ca.gc.parl.www//:http  
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